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Abstract. Today we are living a new industrial revolution, which has its origin
in the vertiginous deployment of ICT technologies that have been pervasively
deployed at all levels of the modern society. This new industrial revolution,
known as Industry 4.0, evolves within the context of a totally connected Cyber-
Physic world in which organizations face immeasurable challenges related to the
proper exploitation of ICT technologies to create and innovate in order to develop
the intelligent products and services of tomorrow's society. This paper introduces
a semantic-driven architecture intended to design, develop and manage Industry
4.0 systems by incrementally integrating monitoring, analysis, planning and man-
agement capabilities within autonomic processes able to coordinate and orches-
trate Cyber-Physical Systems (CPS). This approach is also intended to cope with
the integrability and interoperability challenges of the heterogeneous actors of
the Internet of Everything (people, things, data and services) involved in the CPS
of the Industry 4.0.

Keywords: Semantic-driven architecture, Cyber-Physical Systems, Industry
4.0, Autonomic Computing.

1 Introduction

The 18th century witness the advent of the first industrial revolution that was mainly
characterized by the introduction of mechanical capabilities in the manufacturing pro-
cesses based on power generated by steam engines. Mass production lines based on
electrical energy are at the origin of the second industrial revolution towards the 20th
century. These first two revolutions were mainly based on advances related to energy
sources. In contrast, the third industrial revolution that began in the 1970s had its main
origin in the arrival of the computer and the programming capabilities offered to auto-
mate manufacturing processes.

Today we are living a new industrial revolution named Industry 4.0, that is directly
related to the accelerated advances enabled and promoted by information and commu-
nication technologies (ICT). A key element that allows us to understand this new rev-
olution is the fact that we live in an increasingly connected world (i.e. connected hu-
mans, things, systems and data). In this context, all organizations, including absolutely
all industrial or service sectors, are faced to tremendous challenges on how to exploit
this full-connected paradigm. These challenges can be grouped into two main types:



how to define adequate strategies to exploit the huge amounts of generated data and
how to define and integrate the required action plans in order to provide smart products
and services of the Industry 4.0 era.

To meet these challenges, organizations of this new digital revolution need to adopt
and efficiently apply a rich and complex set of new technologies, including the Internet
of Things, social networks, cloud computing, big data or artificial intelligence, among
others. However, the transition from a traditional organization to a 4.0 era organization
is a very complex process to achieve and requires an appropriate methodology and a
concrete reference architecture allowing to respond to the challenges mentioned above.

A significant number of works have been interested in proposing solutions to meet
the challenges of designing and developing solutions for the Industry 4.0. In particular,
important initiatives coordinated by government agencies and private organizations
from countries with the most developed economies (USA, Germany, China and Japan)
have been established in order to propose reference architectures that will enable a
smooth transition from traditional organizations to the 4th Industrial Revolution, as well
as to foster a favorable environment for innovation and creativity for new companies
and emerging markets.

However, these initiatives and their reference architectures have different founda-
tions and orientations which, despite fulfilling their role as a guideline and roadmap, do
not encourage interoperability and the reuse of common efforts. This paper is interested
in identifying the key and common aspects of these different abstract reference archi-
tectures in order to propose a concrete reference architecture, based on a semantic-
driven architecture (SDA) approach and able to respond to the main challenges of the
cyber-physical systems of Industry 4.0: integration, interoperability and process man-
agement for the development and operations of intelligent products and services.

This paper is structured as follows: the next section describes the background and
explicitly defines the challenges of organizations of the 4th industrial revolution. The
third section introduces the reference architectures developed by major global initia-
tives. The fourth section presents our proposal for a semantic-driven architecture in-
tended to design, develop and manage Industry 4.0 systems by incrementally integrat-
ing monitoring, analysis, planning and management capabilities within autonomic and
cognitive processes able to coordinate and orchestrate Cyber-Physical Systems (CPS).
Finally, the conclusions and perspectives of this work are presented.

2 Background and challenges statement

Industrial revolutions have been mainly induced by energy or technological discoveries
that have had far reaching economic, political, social and human impacts. The first in-
dustrial revolution was recognized as such towards the middle of the 18th century and
was characterized by a major transformation in production processes, from manual op-
erations to mechanized operations thanks to the power generated by steam engines [1],
[2], [3]. Towards the end of the 19th century, the second industrial revolution appeared,
again driven by a new source of energy: the electricity. This revolution was character-
ized by the massification of production and also by a transformation in the role played



by human beings, who instead of having global knowledge or skills, should specialize,
thus optimizing processes thanks to the division of labor. The third revolution, which
began in the 1970s, had a different origin: it is not due to the emergence of new sources
of energy, but to technological advances related to the information and communication
technologies (ICT) [4]. Indeed, the automation of several production processes was
boosted by the computer and its programming capabilities.

Today we are living a new industrial revolution, which has its origin in the ver-
tiginous and accelerated deployment of ICT technologies [5]. This new industrial rev-
olution, called Industry 4.0, takes place within the context of a fully connected world
and extends beyond industrial processes automation to include the design, development
and operations of intelligent products and services of tomorrow's society. Huge chal-
lenges are ahead for existing and future societies of any scale, which must embrace
these vast technological advances in order to innovate and develop future markets for
products and services. These challenges can be grouped into two main types: how to
define adequate strategies to exploit the huge amounts of data obtained from a fully
connected world and how to define and integrate agile and context-aware action plans
within the smart products and services required by the Industry 4.0.

In order to guide organizations in meeting these challenges, this article proposes to
examine this phenomenon through three facets: contextualization of the connected
world paradigm, strategies for processing the collected data to yield information and
knowledge, and capacity to develop decision models and actions strategies for deliver-
ing intelligent products and services.

2.1  Fully connected world paradigm

For some years now, the boundaries between the physical world and the computing
space have been narrowing drastically and we have been approaching at an accelerated
pace towards a Fully Connected World (FCW).

Initially, it was the “things” that began to get connected giving birth to the concept
of Internet of Things (IoT) and the enormous opportunities envisioned [6], [7], [8]. In
the same vein, the idea of connecting machines and allowing communication between
them gave rise to the concept of machine-to-machine (M2M) [9]. In order to foster
interoperability, the concept of Web of Things (WoT) was proposed to encompass open
protocols and facilitate access to the connected things [10].

The approach of interconnecting things or machines was opportunely extended by
Cisco in 2013 to identify new markets and innovations opportunities leading to the fully
connected world: The Internet of Everything (IoE) or the intelligent connection of peo-
ple, things, data and process [11]. This vision has been naturally associated with other
definitions such as the Internet of Data (IoD), Internet of Services (IoS) and Internet of
People (IoP) [12], [13], [14].



2.2 Data, information and knowledge challenge

In the FCW paradigm, the amount of collectable data grows exponentially and the need
for its processing, very often in real time, is essential to produce meaningful infor-
mation and in particular to create new knowledge.

Existing solutions in the area of Business Intelligence (BI), Analytics or Artificial
Intelligence (AI) have been successfully applied for years on the basis of data gathered
from traditional information systems in order to support strategic decision making [15].
However, the quantity, heterogeneity and frequency of the potentially collectable data
under the FCW paradigm of the Industry 4.0, reveal new challenges that will lead im-
portant innovations in the area of Big Data [16], [17].

2.3 Acting upon a fully connected world challenge

The second major challenge of the fourth industrial revolution is represented by the
need to design intelligent systems capable of making the right decisions so that they
can act on their environment, with or without human intervention, in order to adapt the
offered products and services, while minimizing costs and maximizing customer satis-
faction.

Several works have converged in proposing the Cyber-Physical Systems (CPS) as
the adequate solution to offer this type of intelligent control through the dynamic and
goal-oriented coordination of physical and computational entities [18], [19].

However, despite the fact that this solution seems to be the most adapted to respond
to the needs of intelligent control of products and services stated for Industry 4.0, today
there are still a significant number of unknowns in this regard: there is no clear defini-
tion of what a CPS should offer as an automated or semi-automated control service,
there is no reference implementation architecture, the interaction interfaces with the
coordinated entities have not been standardized, among others [20].

In addition, the complexity related to the coexistence of multiple CPSs able of co-
operating or collaborating within the framework of Cyber Systems of Systems (CPSoS)
on the basis of the exchange of resources and services and in order to achieve common
and/or individual objectives has not been fully addressed

3 Architectures of reference

In order to lead traditional organizations in their transition to the 4th Industrial Revo-
lution as well as to create an enabling environment for innovation and creativity for
emerging businesses and markets, several initiatives have been initiated worldwide and
several architectures of reference have been promoted.

3.1 Industry 4.0 initiatives

The most significant initiatives have been accompanied by government agencies and
private organizations from countries in the most developed economies [21], [22].



One of the most significant initiatives is the one presented by the German industry
under the name Industrie 4.0. This initiative is aimed at identifying and guiding the use
of technologies able to revolutionize the manufacturing industry [23]. To achieve this
and to establish a common understanding of this technological revolution, the Refer-
ence Architectural Model Industrie 4.0 (RAMI4.0) has been proposed. This is one of
the reference architectures that has had the biggest impact worldwide and will be part
of our study.

The second most important initiative is represented by the Industrial Internet Con-
sortium (IIC), created by the most important US companies in the area of telecommu-
nications and new technologies [24]. This initiative has proposed the Industrial Internet
Reference Architecture (IIRA). This second reference architecture has been developed
independently from the RAMI 4.0 architecture and consequently there are important
differences between the dimensions of interest as well as the architectural features of
both propositions. In our work we are interested in identifying and bringing together
the main advantages provided by both reference architectures.

Among the large number of existing initiatives, we can also identify those launched
on the Asian continent under the name Made in China 2025 [25] and the Japanese In-
dustrial Value Chain Initiative (IVI) [26]. Both initiatives promote collaboration and
common understanding of technologies capable of accelerating the modernization of
the industries of the future.

Due to the impact obtained and the vast potentialities identified, this study will con-
centrate on the main reference architectures, namely RAMI 4.0 and IIRA.

3.2  Industry 4.0 reference architectures

As previously indicated, the RAMI 4.0 and IIRA architectures seek to promote a
knowledge-sharing paradigm of Industry 4.0, in order to guide organizations in their
transition and in particular to advise on the use of the ICT advances. The common point
of the two initiatives lies in projecting organizations towards a more intelligent world.
Both propose a systemic vision aimed at building complex, connected and intelligent
systems. The main difference is that RAMI 4.0 extends this vision to encompass the
entire value chain and product lifecycle, while IIRA retains a more concrete vision of
the ICT world.

Industrial Internet Reference Architecture (IIRA).

The ITRA proposes a standards-based open architecture for the Industrial Internet of
Things (IIoT). IIRA defines 4 viewpoints: Business (stakeholders and business vision),
Usage (expected IIoT system usage), Functional (functional components of the IToT
system) and Implementation (technologies involved to implement the functional com-
ponents). In particular, the functional view is decomposed into five functional domains:
control domain (closed-loop control involving sensing, control and actuation), opera-
tions domain (management and maintenance), information domain (data collection and



analysis), application domain (application use-case oriented functions), business do-
main (business goals-oriented functions). These functional domains are analyzed
within two dimensions: the system characteristics to be guaranteed and the system-wide
crosscutting functions.

Additionally, IIRA proposes two concerns related to the multilayered viewpoints
architecture: the scope of applicability (diversity of industrial sectors) and system
lifecycle process (IIoT system conception, design and implementation). The figure 1
summarizes the IIRA reference architecture.
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Reference Architectural Model Industrie 4.0 (RAMI4.0)

The RAMI reference architecture is based on tree axis including: the hierarchy levels
dimension (from the product to the enterprise and connected world), the life cycle and
value stream dimension (product conception and production) and the layered dimension
(properties and system structures). The figure 2 presents the RAMI 4.0 reference archi-
tecture.

The first axis represents the hierarchy levels dimension that clearly characterizes the
Industry 4.0 revolution. The highest level represents the connected world, the lower
level the smart products and the intermediate levels the smart factory involving field
and control devices as well as the stations, work centers and the whole factory.

The second axis targets the main goal of the industry: the whole product lifecycle. It
distinguishes two phases. The first is the type phase, where the plans for the develop-
ment to the maintenance of the product is conceived from the original idea. The second
is the instance phase, where each product (the instance) is really produced and main-
tained.

Finally, the third axis proposes a 6 layered dimension including: asset (representing
the physical things of the real world), integration (enabling cyber-physical transition),



communication (enabling access to the information), information (collection and pro-
cessing of relevant data), functional (asset’s functionalities), business (organization
goals and business processes).
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Fig. 2. Reference Architectural Model Industrie 4.0 (RAMI4.0)

4 Semantic-driven architecture for autonomic CPS

Based on the challenges identified for the solution carriers of the 4th industry revolution
as well as on the main reference architectures promoted by international initiatives, this
section presents a series of proposals in order to guide the design and development of
solutions for Industry 4.0. Although the community mainly privileges the manufactur-
ing processes for the elaboration of intelligent products, our proposal also extends to
the area of intelligent services.

In both reference architectures previously described a systemic vision aimed at
building complex, connected and intelligent systems is proposed. Although the IIRA
architecture privileges the term Industrial Internet of Things (IIoT), it could be gener-
alized that both reference architectures are oriented towards the development of a type
of intelligent system that can be represented by the Cyber Physical Systems. Indeed,
Industry 4.0 systems are characterized by being composed of physical and computa-
tional entities that interact intelligently in order to achieve specific objectives, such as
for example the intelligent products and services targeted by the Industry 4.0.

In order to ensure that the objective of common understanding and integration of
new technologies in the framework of the Industry 4.0 can be guaranteed in a tangible
way, it is necessary to extract the key elements of these reference architectures, in par-
ticular to guide the design and development of Cyber Physical Systems.

This proposal includes the identification of a suitable methodology as well as the
proposal of a generic and concrete architectural framework, based on semantic models
and resulting from the reference architectures previously presented.



4.1 System engineering methodology

Conscious of the need to guide the bearers of new ideas as well as those in charge of
carrying out the digital transformation of traditional production and service companies,
our proposal is oriented towards the identification and specialization of a methodology
suitable for the design of complex systems and capable of integrating the challenges of
Industry 4.0.

In the area of software engineering and systems engineering, several methodologies
and modeling frameworks have been proposed for the development of complex sys-
tems. For reasons of limited space, this section will not go into details about traditional
methodologies, such as (Rational/Agile) Unified Process based on the Unified Model-
ing Language (UML) or Systems engineering methodologies based on SysML.

We preferred to introduce briefly the standard ISO/IEC/IEEE 42010 which proposes
a methodology for the description of architectures in the area of software and system
engineering [27]. This standard promotes a methodology for the creation, analysis and
development of systems based on the use of descriptions of architectures. To this end,
the standard proposes a core ontology for architecture descriptions. Figure 4, presents
this core ontology.

exhibits P

System-of-
Interest 1 1
! < identifies 1
A has interests in A expresses
1.0 1
< identifies 1
i Description
) Architecture
; [ ? Rationale
has < identifies
v
0.
1.2
Correspondence
Rule Correspondence
Concern
10
frames A « addresses
7 h
governs
Viewpoint [ - View
1 1.
1 1>
Model
Kind Model
governs b

Fig. 3. Core ontology proposed by the standard ISO/IEC/IEEE 42010

One of the key elements of this core ontology are the architecture viewpoints and views,
which are components of models capable of capturing the structural and behavioral
foundations of a system architecture.



4.2

Semantic-driven Architecture

Our architecture is based on the core ontology of the ISO/IEC/IEEE 42010 standard
and proposes the definition of 5 viewpoints aimed at integrating the structural and be-
havioral architectural views of the Industry 4.0 CPS: connection, communication, co-
ordination, cooperation and collaboration viewpoints (see Table 1).

Table 1. Viewpoints for a CPS layered reference architecture

Viewpoint
s talke“l/f:) l:lers) Concern Description
End devices and access net-
Connection IoE entities sharing Network works (Things and People)
. W
(IT Network a common medium .. Internet
) Integrability
integrator) or channel. Data centers (Data, People and
Services)
Object/Procedure oriented
(ORB / RPC)
Middleware Message/Event oriented
Integrability (MOM / EDA)
Service/Micro-service ori-
" ented (SOA / MSA)
Communica IoE entities able to Svntacti
l -
tion " understand ~ each yntactie
i .
. other by exchang- | Interoperability Semantic
(IT Services . . i
. ing messages via a Cross-domains and Open
integrator) common medium or standards
channel. Synchronous/Asynchronous
IN-only, IN-OUT, OUT-IN,
Communication | OUT-only
modes Request/Reply
Publish/Subscribe
Push/Pull
L. IoE entities work
Coordination . )
(Business together following | Intra-system Service
the orders or the in- | orchestration orchestration within a business
process . .
. structions of a coor- | (CPS) domain
designer) .
dinator.
Cooperation CPS entities work | Inter-systems Service
(CPS together to achieve | choreography choreography among several
Orchestrator) individual goals (CPSoS) business domains
Collaboration CPS entities work .
. Inter-systems or- | Service
(CPS together to achieve . .
Choreoera a common elobal chestration orchestration among several
E £ (CPSoS) business domains

pher)

goal
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Based on the Semantic-Driven Architecture (SDA) recommendation proposed by the
OMG and in particular the Distributed Ontology, Modeling, and Specification Lan-
guage (DOL) [29], the ontology providing the semantic basis for the architecture of
CPS is presented in the figure 4. At the connection layer, the fully connected world
(IoE) represented by the IoD, IoT, IoS and IoP actors are integrated in order to be part
of a CPS. At the communication layer, the required interoperability services are pro-
vided in order guarantee the uniform access to the IoE actors (i.e. interoperable actors).
At the coordination layers, the required operation processes (based on BPMN, CMMN
and DMN specifications) can be designed and implemented in order to obtain concrete
instances of CPSs, able to provide the expected product and services. At the cooperation
layer, two or more CPSs (CPSoS) would be able to share resources or services, in order
to achieve individual goals. Finally, at the collaboration layer, two or more cooperative
CPSs (CPSoS) would be able to work together in order to achieve common goals.
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Fig. 4. Structural ontology of the CPS viewpoints.

Based on the semantic structure previously presented, the integration, interoperability
and coordination of the CPSs can be guaranteed for operational processes of production
and services. Additionally, the intelligent management of these processes, as well as
the self-management capabilities that are required to implement smart CPS can be pro-
vided through the Autonomic Computing framework proposed by IBM [30]. An auto-
nomic CPS (A-CPS) must implement autonomic processes for self-* functions based
on monitoring, analyzing, planning and executing (MAPE) activities sharing a common
knowledge base.

— Monitoring: retrieves state information of the IoE actors via the sensor interface.
Relevant information is filtered and stored in the knowledge base.
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— Analyzing: compares the observed data from the expected values (symptoms) in or-
der to detect an undesirable state (diagnosis)

— Planning: selects or elaborates strategies aimed at preventing or correcting an unde-
sirable state or intended to achieve the targeted goals (treatment)

— Executing: executes the tuning actions on the IoE via the effector interface and traces
this information in the knowledge base for future analysis and planning (treatment
results)

The knowledge base is required in order to implement autonomic process based on
observed values, the identification of symptoms and diagnosis and the execution of
remedial treatments. The results observed from the treatment need to be captured in
order to reconfigure the behavior if required. The behavioral ontology presented in fig-
ure 5, illustrates the basic entities and relationships enabling the implementation of au-
tonomic process in order to add the self-management capabilities to the CPS.
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Fig. 5. Behavioral ontology of autonomic CPS (A-CPS).

5 Conclusions and perspectives

This research work has proposed a well-adapted methodology and a generic architec-
tural framework aimed at facilitating the design and implementation of Autonomic
Cyber Physical Systems (A-CPS) for the Industry 4.0. This architecture followed a
multi-viewpoints approach and introduced the foundations of the structural and behav-
ioral semantics of the integration, interoperation, coordination, cooperation and collab-
oration layers of A-CPS. The proposed semantic model is intended to design and im-
plement the autonomic properties by incrementally including the required monitoring,
analysis (diagnosis), planning and execution functions A-CPS. The proposed method-
ology and architectural framework will be integrated within the Capella MBSE open-
source tool based on the ARCADIA methodology.
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